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algorithm be used as a block cipher? If so, then
why? What | mean by this is if | was to treat an
AES 256 key as the key for a cipher in operation
mode, is there some kind of strength that comes
from this? A: Yes, block cipher mode of
operation is possible with AES. It's covered in
chapter 14 of the FIPS 198/197 AES standard. It

Isn't recommended, mostly because AES is a

block cipher and the block size is generally a

power of two (for speed reasons). Most mode-of-
operation candidates are often stream ciphers,

for which the output length is generally a power
of two (such as 8, 16, 32, etc). Stream ciphers

2/4



are much more suitable for mode-of-operation
than block ciphers. Note that what you describe
Is really a block cipher with a block size that's a
power of two, so technically it's not really an
AES implementation. The standard mentions
both stream ciphers and block ciphers, as they
are perfectly valid modes of operation for AES.
A: Yes it can be used as block cipher using ECB
mode Encrypting the same data using the same
key twice using ECB mode produces the exact
same cipher text, so ECB mode is not secure.
Encrypting the same data using the same key is
a different ciphertext, so it's secure. A: The AES
is not a block cipher. It has a block size of 128
bits, and a key size of 128 bits or 256 bits.
Hence, the concept of block ciphers cannot be
used with AES. What you are referring to is
known as ECB mode. 6d1f23a050
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